Category

Remote working

Vendor

Akamai

Akamai Business Continuity Assistance Program

Summal

This sudden increase in remote users is a challenge for many of our
customers. Corporate VPN setups are typically not scoped for large
numbers of off-site workers, and scaling access is expensive, slow, and
complicated for most businesses. Akamai's enterprise security solutions
can be globally deployed in less than 15 minutes to secure and manage
remote access. Start today with a free 60-day self-service period of our
Enterprise Application Access solution

https:,

ww

akamai.c

‘uk/en/campaign/bu

siness-continuity-assistance-program.jsp

Good for.

Security for remote working

Remote working

Alert Logic

Alert Logic announces free endpoint protection &
COVID-19 resource center

Alert Logic Essentials delivers next generation, machine learning-enabled
endpoint protection, AWS configuration checks, asset discovery, and
vulnerability scanning to help you meet your evolving security needs for
remote workers. Alert Logic would like to offer you 90 days of MDR

Essentials free, with your one year contract. You have the ability to opt-out

of the annual contract within the 90 day time period at no charge or
further financial obligation.

htt,

Offer.html|

SMB and mid-market organizations with newly remote workers

Security

Authlogics

60-day free trial for healthcare sector for
password security management and MFA

Authlogics provides Password Security Management and Multi-Factor

Authentication solutions - its technologies can be rapidly deployed and we

are keen to assist the healthcare system in the current circumstances as

well as provide secure and simple logins to those who need remote access
and are working from home. We normally offer a 30 day FREE trial but are

willing to extend this to 60 days for the healthcare sector.

Healthcare organizations with increased remote access requirements

Network detction and
response (NDR)

Awake Security

Awake Security offers hospitals and other
healthcare facilities responding to the COVID-19
pandemic 60 days of free access to its security
platform. The offer will be extended as necessary.

Awake's Network Detection and Response (NDR) platform detects
potential threats on the network and on health IT devices, as well as

remote users logging in through the virtual private network (VPN). The free

offer also extends to its Managed Detection and Response tool, which
provides threat monitoring, proactive threat hunting, and access to
Awake's research team.

https:,

ity.com/press/covid-19-

awake-security-offers-free-platform-access-to- Healthcare

seeking to boost security during the crisis

ealthcare

institutions;

Secure Remote Access

Blackberry

Secure Remote Access for Employees Own
Devices free for 60 days

BlackBerry Desktop provides secure containerized environment allowing
employees to access email, corporate websites, servers, content and files

on their personal devide without the need for VPN or VDI, certificates and

or sign-in

BlackBerry Desktop

O izations that need to enable work from home for their employe¢

Endpoint security

Blackberry

Endpoint security free for 60 days

BlackBerry Protect provides advanced endpoint protection using Al and

BlackBerry Protect

added controls to safeguard against breaches and threats.

Organizations that need to protect their employees desktops, laptops
and mobile devices from malware and malicious scripts

Unified communication
and collaboration

Blackberry

Secure messaging and phone calls free for 60 days

SecuSuite allows employees to make secure phone calls, exchange secure
messages using iOS and Android-based devices they already own.

SecuSuite

Government agencies, first responders, law enforcement, healthcare
providers and enterprises that require high level of security for voice
and messaging.

Remote access

Cloudflare

Supporting small businesses during the COVID-19
outbreak

Cloudflare is offering Cloudflare for Teams seats at no cost for small
businesses through September 1. There is no to continue

using the product after September 1. The program includes an optional 30-

minute onboarding session with a technical expert.

https:,

cloudflare

Remote access for small business.

Security

Corvus Insurance

Corvus Insurance Offers Cyber Risk Reports to
Healthcare Entities Responding to COVID-19

As hospitals' staff and technology are strained due to ongoing efforts to

combat the COVID-19 pandemic, the potential impact of a cyberattack is
exacerbated and makes it more important than ever to reduce cyber risk.
The outbreak also comes amid a sharp rise in on healthcare

https:,

info.cor

com/free-security

entities observed over the past six months. The Corvus initiative, offering
Dynamic Loss Prevention (DLP) Reports, is a response to the heightened

need to ensure all possible measures are taken to strengthen IT security in

healthcare.

scan

healthcare provider that want to make sure their cybersecurity
protections are up to date and sufficient.

Security

CriticalStart and
SentinelOne

CRITICALSTART and SentinelOne announced a
new partnership Tuesday that will provide the
world's increasingly remote workforce with free

access to the same MOBILESOC security platform matter where they are, allowing organizations to meet the needs of its new

The offering — available through June 15 — will provide users with an all-in-

one SOC on-the-go, complete with full orchestration capabilities and

endpoint alerts powered by SentinelOne. Most importantly, each user will

receive full transparency and the ability to resolve endpoint alerts no

majority-remote workforce.

https:,

'www.criticalstart.com/free-mobile-

soc/

Companies that need to provide secure remote access for employees
now working at home.

Security

Cymulate

We're Here to Help. Free Continuous Security
Assessment + 60-Day License

Businesses continuously validate their security controls with our cloud-

based platform to ensure they are optimally configured and protecting the

organization.

Get two weeks of free assessments of your email, web, and endpoint
controls + test your employees’ awareness to phishing attacks.

We will also provide you two months to self-test your security controls
against the latest threats, updated daily

https:,

‘cymulate.c

Security for remote working infrastructure.

Secure access

DH2i

Free Access to DxOdyssey Effective Immediately

Accommodating new levels of workplace flexibility—especially doing so in

a safe and secure way—is a nearly insurmountable hurdle for many
organizations out there. For that reason, the DH2i team has decided to
provide our DxOdyssey software, totally free-of-charge, to any
organizations that need it to access work computers from home and
ensure the safety of their teams during these trying times. This offer will

continue until August 31st at the earliest, and we will evaluate whether to
further extend the offer at that time based on the status of the pandemic.

https:,

‘dh2i.com/blog/a-message-from-our-

f

dxod:

fective-

O izations with I

new to working from home

c
immediately/

Anti-ransomware for
healthcare providers

Emsisoft

Free ransomware help for healthcare providers
during the coronavirus outbreak

In partnership with incident response company Coveware, we will be

offering completely free help to critical care hospitals and other healthcare
providers that are on the front lines of COVID-19 and have been impacted

by ransomware. Subject to our own capacity, we aim to provide this
service for the duration of the crisis to healthcare providers anywhere in
the world.

https://blog.emsisoft.com/en/35921/free-
for-health

hel

d

attack for healthcare

during-the-coronavirus-outbreak/

Mobile management
and security

Google

Endpoint management is included for Google G
Suite or Cloud Identity Customers

Not so much a trial, but an important reminder that Google G Suite and
Cloud Identity customers have access to endpoint iliti

https:;

suite.google.co.uk/intl/en_uk

by Google for Android, i0S, Windows, Chrome OS, MacOS and Linux.

e

roduct

Businesses looking to secure remote worker devices

Collaboraton

Highside

HighSide Launches Free CyberSecurity Relief
Initiative for Companies Rapidly Transitioning to
Remote Work. Offer lasts through at least Sept 1.

Due to their architecture constraints, platforms like Slack, Okta, Cisco Duo,

Microsoft Teams or Zoom aren't secure, and neither are Shadow IT apps
like WhatsApp, so companies need a secure and compliant alternative in

short order, especially across the financial, healthcare, pharmaceutical and

https:;

highside.io/covid-19-secure-compliant-

remote-work

manufacturing sectors. HighSide’s unified platform looks
and functions like tools employees want to use, but with the security and
compliance functionality required by the C-suite and regulators.

Regulated enterprises transitioning to remote work

Security for home
workers

HP

HP Sure Click Pro will be offered free of charge for
download on HP and non-HP devices

The new offerings include HP Pro Security Edition, HP Proactive Security,
and HP Sure Click Enterprise. Security threats evolve and disrupt business

every day. With the recent surge of remote workers, it is paramount to be

aware of the increased risks of working from home. Over 80% of home

office routers have been found to be vulnerable to potential cyberattacks.

Emails also pose a significant risk to organizations with over 90% of PC
infections originating from attachments and 96% of security breaches.
aren't discovered until months later.

https:;

ress.ext.hp.com/us/en

ress-

releases/2020/hp-advances-pe-security-
c

d

html

This is designed to ensure that now more people are home working
they remain secure. This is particulary important as many
had no plans or for home working.

Security

Irdeto

Software protection for those fighting the global
pandemic

By donating software protection to those companies involved in this global

fight, Irdeto is the fear of

by these

innovative services, apps and solutions with premium security. Companies
n rely on creating life-saving applications, platforms and online services,

while Irdeto provides the enhanced security that is needed to make sure

these tools and applications run as intended, and to keep critical data such

as patient information safe.

https:

irdets

m/trusted-software-let-us- Companies producing equipment, materials, and services to combat

beat-covid-19-together

the coronavirus
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Security 15C(2)

(ISC)? Provides Free and Deeply Discounted
Learning Opportunities During COVID-19

(ISC)? - the world's largest nonprofit association of certified cybersecurity
professionals — today announced several offers to the cybersecurity
community that provide world-class training at deeply discounted prices.
These opportunities recognize the many hardships and disruptions caused
by the COVID-19 pandemic and are an effort to support the ongoing

i of globally.

https://www.isc2.org/notice/COVID-19-

PR Security professionals looking to improve their skills during the crisis.

Security Kaspersky

Kaspersky supports healthcare institutions amid
COVID-19 pandemic with free product licenses for

six months

Kaspersky has announced free availability of its core endpoint security
products for medical organizations in order to help them stay protected
from cyberthreats during the COVID-19 pandemic. The fulllist of B28
products available for free for six months include: Kaspersky Endpoint
Security Cloud Plus, Kaspersky Security for Microsoft Office 365, Kaspersky
Endpoint Security for Business Advanced and Kaspersky Hybrid Cloud
Security.

https://usa.kaspersky.com/about/press-

releases/2020_kaspersky-supports-healthcare-
id-covid-19-pand

product-licenses-for-six-months

Securing endpoints to deal with increased use of remote working

Security training Kaspersky

Kaspersky offers free online modules to minimize

risk while working remotely

Kaspersky today announces the introduction of a new free online module
about working from home security basics. This offering aims to help
customers and partners ensure that remote working does not pose a
security danger to their businesses. The module will help customers
minimize the risk of catching the virus and will show how an employee,
even with minimal expertise in IT and IT security, can organize a secure
working from home environment.

https://protect-
us.mimecast.com/s/tASDCwpEKBHLEMJBEfVrz Organizations and individuals new to remote working
Fg?domain=kas.pr

Security KnowBed

Free Course: Internet Security When You Work

From Home

KnowBe4 offers a home course
for internet security to help those looking to learn more about how to
protect themselves and their families from security threats at home. Topics
such as passwords, malware, keeping identities safe, and email and
attachments safety are covered.

https://www.knowbe4.com/work-from-home-
course?

Training users on work from home security

Security Lucy Security

Stay secure as a remote worker

To help remote workers stay secure, Lucy Security created a free online
resource, which offers free access to Lucy's most popular training videos,
courses, checklists and more. The goal is to help new WFH employees learn

https://workfr ducation Security for those new to remote working

to identify COVID-19 and other phishing emails, as well as address
ccommon BYOD issues such as security, privacy and data protection.

Security McAfee

Livesafe for all new and existing corporate and

enterprise customers

2 months of free Livesafe for a company’s employees for use on their
personal devices. It expires on May 31st and can be obtained by the
following process:

Go to www.mcafee.com/wfh

Select your Country/Language, Enter in Company Code: COR754C85F,
Enter your corporate email address, Click “Get Email”

You will receive an email from McAfee which should be forwarded to your
personal email and then clicked from a personal device.

www.mcafee.com/wfh

Secure personally owned devices

Security MediaPro

Free Course: Staying secure whilst working from

home

Working from home can be a fun change of pace, unless it's in the face of a
global pandemic. Access a 10-minute course in most desktop or tablet
browsers. Through scenario-based examples and drag-and-drop
interaction, employees will learn about: Planning for remote work;

htt, rotect-
us.mimecast s QWNO!
X74e-?domain: i .com,

4XNU  Any employee new to working from home

Identifying and preventing out-of-office security threats;
secure internet connections; The security behind VPNs

NETSCOUT Announces Free Cyber Threat Horizon

NETSCOUT announced the public availability of Cyber Threat Horizon™, a
free threat intelligence portal that offers network and security operators
greater visibility into DDoS attacks in real-time. Cyber Threat Horizon
collects, analyzes, prioritizes, and disseminates data on past and emerging

https://www.netscout.com/press-

Authentication for free

Okta Multi-Factor Authentication (MFA) for free for 5 apps for all your
users.

Threat intelligence NETSCOUT Portal providing visibility into DDoS threats and Distributed Denial of Service (DDoS) threats across the internet. This macro releases/netscouts-cybi h hy ffi DDoS
attacks during this critical time View gives users contextual awareness of the DDOS attacks that could  free-analysis
impact their organization and allows them to gain insights into DDoS attack
trends to provide the situational awareness they need to assess risk and
prepare for cyberattacks
Odo Security, a leader in zero trust network access (ZTNA) and
Odo Security Offers Free Remote Access Solution  management, today announced it is offering free subscriptions to its
Remote Access Odo Security for Employees Working from Home During the  market-leading secure remote access solution, OdoAccess, to companies  https://odo.io Zero trust remote access
Coronavirus Outbreak for use by their employees based in countries impacted by the Coronavirus
health crisis.
Any organization that would find value in leveraging the Okta Identity
) ) Cloud for remote work during an emergency situation should be able to do
Security Okta Okta Single Sign-On and Multi-Factor 50t no cost. That's why we are offering Okta Single Sign-On (ss0) and 115 kta.com/okta-for- remote workers for network and application access.

remote-work/

PathSolutions Responds to COVID-19 by Helping

PathSolutions announced that they would offer their patented call

Secure access Proofpoint

Proofpoint offers enterprises free secure remote

access service through September 30

being faced with the immediate need to dramatically scale up their VPN
infrastructure and provide secure remote access to applications previously
accessible only via machines on the corporate network. Because
Proofpoint Meta is cloud-based, implementation can happen quickly-with
no additional hardware to install. Proofpoint Meta is delivered to your
users with either a client or clientless web browser-based login. This allows
secure connections for any user, whether they have a corporate managed
device or their own device.

Network monitoring ~~ Path Solutions IT Workers Troubleshoot Work at Home Problems simulation technology for free for any enterprise IT dep touseto  www i break Remote security and network administration teams.
for Free help solve work at home user connectivity problems.
) ) FREE CYBERSECURITY PROTECTION PC Matic Prois offering free cybersecurity protection and remote ) )
Security PC Matic management tools for all businesses relocating employees to at-home-  httpss pematic.com/covid19 o the need to secure and monitor remote workstations.
Through June 30, 2020 )
work through June 30, 2020.
To support growing work-from-he many jizations are

https://www.proofpoint.com/us/corporate-

blog/post, -offer-
help-secure-your-remote-workforce

who home worker contingent suddenly mushroomed

Security Red Canary

Free educational resources for the information

security community

Red Canary conducts an ongoing series of educational trainings and
attack/threat technique briefings — they’ve now made these webinars on-
demand, not requiring registration or download.

https://redcanary.t es,
P security jonals looking to expand education

Remote working RSA

Business continuity option for RSA SecurlD

The Business Continuity option (BCO) with RSA SecurlD Access allows
businesses to continue to move forward and operate in ing times.

https:, rsa.com, produ
cts/securid/blog/2020/03/05/protection-and-  Businesses looking to temporarily increase usage of RSA SecurID

Business Continuity option provides a flexible method to expand the
number of users in an organization without expanding their multi-factor
ication budget.

peace-of-mind-during-a-time-of-business-  Access to accommodate the rapid increase of users working remotely
disruption

Security SecurityMetrics

Free Cyber Attack Hotline Offered Amid COVID-19
Pandemic by Data Security and Compliance Firm

SecurityMetrics

In response to these make-or-break times, SecurityMetrics, a data security
and compliance firm in Orem, Utah, has stepped in to offer businesses
assistance. The company has opened a free 24-hour cybersecurity advice
hotline, available to any company that needs guidance on COVID-19
related cyber threats and attacks.

Cybersecurity Hotline:

Worldwide: 801.995.6500
Toll-Free in US and Canada: 877.705.6074
UK: +44.20.3014.7831

Companies seeking security guidance on COVID-19 related cyber

http://www.securitymetrics.com
threats

Security Sumo Logic

Sumo Logic Offers Free Cloud-Based Data
Analytics to Support Work From Home and Online

Classroom Productivity

Sumo Logic is offering a new Work-From-Home solution that helps IT and
security teams ensure the visibility, reliability and security of mission
critical business apps. The Work-From-Home bundle includes tools that
support SSO, remote access, endpoint security, and productivity apps. The
new solution is available as a 90-day free trial and will also be available
through Sumo Logic’s partner ecosystem, and will include customer
support to help set up and optimize within any enterprise environment.

Improving visibility into remote access and VPN traffic to both cloud
and on-prem applications.

https: umologic.c: 'saas-apps,

Information Classification: General


https://www.isc2.org/notice/COVID-19-Response
https://www.isc2.org/notice/COVID-19-Response
https://usa.kaspersky.com/about/press-releases/2020_kaspersky-supports-healthcare-institutions-amid-covid-19-pandemic-with-free-product-licenses-for-six-months
https://usa.kaspersky.com/about/press-releases/2020_kaspersky-supports-healthcare-institutions-amid-covid-19-pandemic-with-free-product-licenses-for-six-months
https://usa.kaspersky.com/about/press-releases/2020_kaspersky-supports-healthcare-institutions-amid-covid-19-pandemic-with-free-product-licenses-for-six-months
https://usa.kaspersky.com/about/press-releases/2020_kaspersky-supports-healthcare-institutions-amid-covid-19-pandemic-with-free-product-licenses-for-six-months
https://protect-us.mimecast.com/s/tA5DCwpEkBHLgMJBEfVrzFq?domain=kas.pr
https://protect-us.mimecast.com/s/tA5DCwpEkBHLgMJBEfVrzFq?domain=kas.pr
https://protect-us.mimecast.com/s/tA5DCwpEkBHLgMJBEfVrzFq?domain=kas.pr
https://www.knowbe4.com/work-from-home-course
https://www.knowbe4.com/work-from-home-course
https://workfromhome.education/
http://www.mcafee.com/wfh
https://protect-us.mimecast.com/s/In30CQWNOwh63G4XNUx74e-?domain=mediapro.com/
https://protect-us.mimecast.com/s/In30CQWNOwh63G4XNUx74e-?domain=mediapro.com/
https://protect-us.mimecast.com/s/In30CQWNOwh63G4XNUx74e-?domain=mediapro.com/
https://www.netscout.com/press-releases/netscouts-cyber-threat-horizon-offers-free-analysis
https://www.netscout.com/press-releases/netscouts-cyber-threat-horizon-offers-free-analysis
https://www.netscout.com/press-releases/netscouts-cyber-threat-horizon-offers-free-analysis
https://odo.io/
https://www.okta.com/okta-for-emergency-remote-work/
https://www.okta.com/okta-for-emergency-remote-work/
http://www.pathsolutions.com/outbreak
https://www.pcmatic.com/covid19
https://www.proofpoint.com/us/corporate-blog/post/proofpoints-complimentary-offer-help-secure-your-remote-workforce
https://www.proofpoint.com/us/corporate-blog/post/proofpoints-complimentary-offer-help-secure-your-remote-workforce
https://www.proofpoint.com/us/corporate-blog/post/proofpoints-complimentary-offer-help-secure-your-remote-workforce
https://redcanary.com/resources/?type=webinars
https://redcanary.com/resources/?type=webinars
https://community.rsa.com/community/products/securid/blog/2020/03/05/protection-and-peace-of-mind-during-a-time-of-business-disruption
https://community.rsa.com/community/products/securid/blog/2020/03/05/protection-and-peace-of-mind-during-a-time-of-business-disruption
https://community.rsa.com/community/products/securid/blog/2020/03/05/protection-and-peace-of-mind-during-a-time-of-business-disruption
https://community.rsa.com/community/products/securid/blog/2020/03/05/protection-and-peace-of-mind-during-a-time-of-business-disruption
http://www.securitymetrics.com/
https://www.sumologic.com/lp/saas-apps/

Secure Remote Access  SyncDog

Company announces free trial of Secure.Systems;
simplifying access to corporate data from any
mobile device

Free access to their Trusted Mobile Workspace application in response to
the COVID-19 pandemic. Secure.Systems delivers a suite of mobile
productivity applications that encrypt corporate data and can be
sealessly integrated into any existing mobile device onany carrier. The L COMPANES that need to provide secure remote access for employees
application enables users to securely access their email, data and files now working at home.

without requiring the organization to purchase corporate devices or take

control of an employee's personal device with antiquated EMM and MDM

software.

Security for home

Trend Micro
workers

Let Us Help Secure Your Teleworkers

If you have staff currently working from home using their personal

computers, we would like to provide your employees with 6-months free  https://resources.trendmicro.com/Work-From-
access to our consumer internet security product, Trend Micro™ Maximum Home-Assistance-Program.htm|

Security.

using own equipment

Security Tufin

Tufin Announces Free Firewall Change Tracker to
Enhance Network Security and Connectivity for
Remote Workforces

Tufin today announced the availability of the Tufin Firewall Change Tracker,

anew free tool that delivers real-time visibility into firewall rule changes

for organizations of all sizes. The new tool enables security teams to view ~ https: tufin all-change- o needing to track changes to firewall configurations and
multi-vendor firewall changes in real time and centrally monitor what was  tracker rules in real time.

changed by whom, when and why ~ regardless of whether the firewall is
physical, virtual, in the cloud or on-premise.

Cloud Application

N Vectra
Security

Detect Microsoft 365 Account Takeover for Free

In response to COVID-19, and the influx of remote workers using Microsoft

Office 365, Vectra is now offering their services for free through May 31,

2020, to detect account takeovers (ATOs) for Microsoft 365 accounts by

identifying: Infiltration and elevation: Brute force, adding users and

privileges to groups, staging malware, etc.; accessing files  https://www.vectra.ai/0365-p Protecting Office 365 users now working from remote locations.
in unusual ways; listing users, files, and shares; Persistence and evasion:

installing apps to keep access, changing policy and logging, turning off DLP,

etc.; Exfil and destruction: creating mail sinks, sharing and downloading

files, etc.

Security VERA

VERA for remote work

At VERA, we recognize that data security is now more important than ever

and 5o to do our part to help companies now operating under a Work-From- https://www.vera.com/products/vera-remote-
Home policy, we will offer you and your employees 90 days free use* of  work/

our data security service.

Remote working

Mobile management

VMware
and security

Enable Remote Working with VMware

To deliver digital workspaces on organizational or personal endpoints to
access critical applications, protect all endpoints that are accessing
organizational assets remotely, accelerate p of izati
applications on remote connections, and provide elastic capacity to scale
new users instantly and on demand; VMware is offering free trials of
Workspace ONE, Horizon, and SD-WAN products and removing endpoint
limits for customers using VMware Carbon Black.

Businesses looking to secure endpoints for use away from the
corporate network (mobile devices, laptops, etc.). App management
features enable BYOD approach for employees that may be using
their own devices for work purposes.

Remote access for OT

Waterfall Security
applications

Waterfall is making Remote Screen View product
licenses available to new and existing
Unidirectional Security Gateway customers at no
cost, through the end of September 2020.

Waterfall's Unidirectional Security Gateway products are physically able to

send information in only one direction, most commonly from “OT,” SCADA

or industrial control system networks to IT networks and/or the Internet.

Remote Screen View sends real-time images of industrial workstations toa _https: -screen- Companies that have OT networks that must be accessed by support
web server that remote vendors can access. Remote personnel canuse  view-Ip staff that is now home-bound

these real-time visualizations to provide real-time advice to personnel with

access to the industrial site, in order to maintain, diagnose and repair vital

industrial equipment, software and configurations.

Information Classification: General
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